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#include <linux/sched.h>

void follow_proc_list()
{
struct task_struct *p;
p= &init_task;

do {
printf ("pid: %d\n", p->pid);
printf("comm: %s\n", kstr(&p->comm));
p = list_entry(p->tasks.next,
struct task_struct, tasks);
} while (p != &init_task);
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INBTF—REHANTIHEIZIZET, Voo Ny 77
NTETF—RE2EZIAA, KA VREBEZAALLET—XY
A AR EDD., KA TORAIEKRA V2L EEY
PHZERL, BRI 20T VI Ny 77
MOET—REHANS., ZOTF—X%)E— KR M
T B THEEREABENTAIENTE S,
BEENFEELTH OS BEMEL TWARNIEY TV XA L
WO 2y N —27@BEZHVWEZ 2D TESH, 0S
MEIEL 2B OBM AL EH WS Z 2IITER
. ZZ T, GPUSentinel Tl, GPU ZH—% DA A >~
AEY EDO VRAM fHIKICH G T -2 2 HZAL I LT,
OS Ote 2 FIHT 2 Z & < BEICHE GO LT 2 H AT
5. BEEZEAT SEGIIMA T8 75 LAOREIRIZE Y
f~y TERDTF—&2% GPU A€V IZHEEELTEL. —
7, XFHOEGET —X L LTI, Linux 7—FLVAD
font_vga 8x16 BRI MINT VB 7+ ¥ b T —X%F|
M4 %, EEEAEIPMI® KVM A1y FREDN—R
T ERAVWSZEIED, VE—FKRA MRS THHER
TBRIENTES, 2L, ZO@EAERKEZHAWSIZIE,
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8: FEEMRAN 2 @19 % W

AA Y AEY EIZVRAM 2#ET 5 CPU Wig GPU 72 &
PHETHS.

5. EBR

GPUSentinel #fA\WT, GPU _LOMA 70 27T L3 A
TOIHEUEEERZRITE 2085 0 2ERT 2 ER
Ei7o7z. HiRE LT, BHMFEDHARY XA T LA TH S Zabbix
EHOWTRHRBRDOERZ4T>72. £7z, GPUSentinel 23 A
TFTLZEZBFA=NANY RBLUOVAT LN SZIT 54—
Ny REJET 2FEBRET 72, EBRIZIE, Intel Core
i7-7700 (4 27, 8 AL v K) @ CPU, 8GB ® DDR4-2400
AEY, GeForce GTX 960 @ GPU, HD Graphics 630 @
CPU Wfif GCPU 2##K L7-~v Y v 2. ZOYY YT
I¥ Linux 4.4.67, NVIDIA F 21 /X 375.66, CUDA 8.0.61
FEWEXE72. ERZITOIBICIE, VTN RA LHJIHERE
EHWTOZ %7 7 A )VTHD T, BEERAIR 3@ A
Hiff & Linux 71— 3L SEG U 7z jiffies Z2 8D E % [HH
IZERRTBHEIIZLE

5.1 CPU OEARKEDHRE

GPUSentinel 2% CPU O &AMIREEZMHMTESLZ L %
Db 57217, CPU &% AT 5 U % Wi H1Z 79
57075 L FETLE. ZoTusSaEixT40o007
O A%ERLUTAEMEZNS, WHEPKTT2DE2HFD.
Z D%, jiffies % proc 7 7 1 IVY AT LD HHUE - FoR
LThs, 82078 A2 HWTHEE NS, Afifz
W EFELIES <KD E, GPUSentinel 12 & - T IZ
X 8 D & 5 2 @A R & jiffies BN TR S Nz,

Z Dz GPUSentinel 23531l U 72 CPU iR D Hif% %
K 9IZRT. 1 DORMTAMZ PN S Tas T LDFES
2L, 1TRORET2HEOAREZ» RO, 7
075 LIREKR U7z jiffies fH & SAMBRAIRICR R I N
jiffies ZEOMED S, 2 HHDEARZEDIFADTHS 4.7
TEHEAMERMTE LI bh %, FL, CPUDE
EFPRELRM SN TEEH RN TH LA HIEE H 572
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800 CPU7
B CPU6
600 \/\/’ CPU5
*
= W CPU4
= 400 \/__/ Y W CPU3
= j CPU2
=)
& 200 J—\ VA B CPU1
Va B CPUO
N AR
0 10 20 30
o R 0]

X 9: & CPU OfliHERDOHER

- AEY - 2Ty

22 x4 #[GB]
E>

et iRe (0]

X 10: A€V EAT Y TOREKEOWHS
0, BEENE D PIFEIEDVRAH N 20 EVH 5.

5.2 XEYiHEDMRA

GPUSentinel A 1 V' X € ) OfEZ RN TELZ ¢ %
WENDB7-DI1Z, ARV ERRKBIMATSZ 0TI 0%2%E
TL7z. o725 Ak jifies 2 FRELTHS 1KB 9
DAEV ZMHRLUTEZIAAZITV, GFT20GB DA E
VEMERLZ., Zo7assazBHLTULIES KDL
OS DISZIZEBIENR 6N L5127k, X5 IZRMNR
D & EE I FEEEAIE G L jiffies 2R OENRRI NI,
GPUSentinel 2L 2B EAEVRBLBERAT Y T
HEOWB 2K 1012R7. 3RORSTARMEZ NI S 70
75 LOEFTEBB L. ZOFEBRTIXV TLRA LS
BEEZHWTIRILIZAEY L ATy TOREEKER D
e UTHH LT WD, Afiz2 DT 1 Ekica s
HOMW =21 U7z, Z3id GPUSentinel ®F X k71
Y ZADOEENBIHIELS b, aSHANTERLRo
7HeEZONS., ZORIZEENEEL-EZD L,
Z DD jiffies fH & FEEMEINREIC KRR T N7z jiffies BED
fE7H 5, GPUSentinel & X € OLig% 57 R THRIITE
- Z DI MB.

5.3 Tv ROv 7O

2y 2 2HWTCCPU%2Fy Ruy 2 X850 —
IINVEYVa—NVEMERL, Ty oy ZXE5 CPU DK
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EELI B TCEREIT /2. ZOH—FIVEY 2 -T2
DDAV Y RBRENFNA Oy 7 2 EE L4, fBE
L72BDAL Y RBRZNSDAE YA Y 7 OffiERED.
Tv KAy 725 ERTC jiffies 2 OMEZ X H72.
53.1 —ED CPU %7y ROy I IELBE

—¥ D CPUMNTy Kaw ZIiZ U2 2RATE 50
EIMEMNPOZZHIZ, 2200 CPUZETY Ry 2 X
BEN—ANVEYa—VEETLUE. TOHUIES KD
&, HEE I EEEAEA L jiffies BHOMEIRRI NI,
T v NO v 7 ERHZRR SN jiffies 0 & BEEMETRGIZ R
BRI NTz jiffies BEDMED S, GPUSentinel i&7 v K1y
% B1MTHRMTEZZ DX bh5b.

5.3.2 OS &NV I Ty TIHELGE

OSENVIT Ty TIEBMERMRATESLZ L 2L
HB-HIT, TRTOCPU ATy KAy X5 h—*%
WEY a—)VEEFTLUE. EFAKRERIZ, RIETH
A7) =y —N=0F1EL, WESKBLELRD
OS NV T 7y TIRREBIZI-7-. 2D, 1 TREE
WHIEGRP R R I N2, NV T Ty PIREBIZH - 72 130
MIZRRINDAVTFADNAS Y FEPEML THRN
Moz,

T v NE v 7 ERNHIFRR I N jiffies ZEOE & FEMR
HIRIZ R E N7z jiffies DA 5, GPUSentinel iZ OS
MEIET 2EELZ LT THRRITEZZ W brs. 20+
BRI Watchdog X4 <I2& DY 7 haw o7y 7 Ay
t—IUDEEIZH DI N, ZDZ 5, GPUSentinel
I& Watchdog # 1 ¥ K D BSMHITEZZ Db n 5.

5.4 Zabbix ZBW/EER & DLLE

BEAF Y AT L% FH\ONT 5.1 Hi~5.3 i M H ol fig
WS hEFRD7DIZ, Zabbix 3.0.25[3] Z VT Y E—
FARZA NS DERELIT 72, Zabbix ¥ —/NIZF 7 % )L
M CHEBEINTWS Template OS Linux D7 ¥ 7L — b
EHOCHESEREA N 2B5L, CPUMHRE, & A€
VE, BEAT Y THEBOERMEE 1 ICEE L.
51870 S heEFLEEZ A, CPUARDY S
Thoa—RT7RLV=YUNRERLEZE, BXU, CPU
FHRDZS 75 AMED T2 B THRAT 60%
D CPUMHRIZR I EDWERTEE, ZDES1Z,
CPU M EAMZIREETH Zabbix ¥ —/NIZIEHIZIHHR %2 %
fETETWZ. LML, Zabbix Tli& CPU K ZR/NT
© 1 HBOFHTHET 5720, EAMRED 2 2 RfE
BWTEZNERATEZ X TE b oT-.

528D 7RSS LEFETULZE A, EFFEMS 14
MEBIZ ATy THEBDIR L 2o TVWBEWIBEENRK Y
Y aR— NIZERRE N/, Zabbix ¥ —N\DEE L -2 &
ABVRBEEBEATy TREZR 11 ITRT. ZHhiFE
MZ2NIIBD5 10 BHLSDF—XTH D, 95 DK N
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R R (D]

¥ 11: Zabbix 2 HHERINZEEATVED T T 7T

T OOM Killer IZ& W &2 372700 I LD T |
SNz, 12O S D 19 B & 90 DR H 5 D
14 B[, Z oM 1 B3 D 5 E Tk T — X 2IZ[ETER
Motz THE, ATVDFHEICIOR=UVINELIEL
TYATLOMEIME T UZ2bEEZONSE. ZOZE
75, Zabbix TlEA €Y OME % EMEIZHEIT 5 DIZHE L
WZ Do Tz,

220D CPU%2FTy Ry X5 N—FI)VEYa—)
BEITLZEZA, CPUBHED I TIZBWTY AT
LRRIOEI G 20%E T ERLTLEL. CPUZED
VAT LI E -V OE &R EETE LD ITHET
5ZrT, 2200 CPUDTY KRy 7R RAITES L%
Abib.

TRTHOCPUZTY ROy 7 XEEN—FNVEY 2—
NEEFLEEIZA, &7 70HEFEIEIELEZ. 2ok
RBOFFIZLTEL LHETHS 5 BRICEHEHRNRFA T
TIRATERVWE WD T T — MRy ¥ aR— NIZRR
SNz, BHNEFRA N TR ODPOBEENFHELTVWEZ
CISHER T E D, N TED LD REENFELTWVWD
DI DL SR otz., ZTDI 5, Zabbix Tl OS DN
VIT Y TORRANTY Koy 7 Thb I r2iEETteEn
WZ Do 7.

5.5 F—/1\~v ROBIE

BRI R AT I ETRYF~¥—2 %FEfFL, GPUSen-
tinel D’V AT LZE- X B8 B LU, Y AT LD GPUSen-
tinel IZ5- X B &2 P72, ATV IZDOWTIE STREAM
Ry Fv—27%H\, CPUIZDWTiX UnixBench N> F
~—2 @ Dhrystone %\ 7z. ZOERTIX, 4.4 fHiD
HM7as I MZMA, 1AVY Rz AKB &2 A1V AE
VOREDT NUADRS GPU AEVIZIE¥—9 5 GPU
H—2 N EHN.
5.5.1 STREAM

BEITO 2S5 L2HESETVWBRIZAS VATV IZY
DORREEDAM BN > TWEDEFHRL-OIC, AT
75 LEHESETVBRE T TVRVWEFT STREAM
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BfE
12: GPUSentinel {Z & 3 X €V FRAD 8
® Copy: @ Scale: Add: @ Triad:
20 J\
o 15 \\_’
~
oq
o ° .
= 10 —3
%E\E
fp 5
X
0
0 250 500 750 1000
AL R

13: ALy NEEZLIEZRD A T Y HigEADEE

210 [ OEF UK. A FEOEIEER T ZBRDAE Y 4
BAEKI121ZRT. ZOKRLD, MNTO 7T LDA—N
Ay RIKIFIERWZ L 2HERTE . AW 7e s 3
LIX3 ALY R 2o TEERAZT>TED, DMA
TIEINDAS VARV DT = AN hollzdi—
Ny ROBNE L o722 EFEZ 605,

ZIZT, AEVIAE—=T0IITLDAL Y FEEEPL
35 STREAM 2Ef7 L TCA =N~y REHIELZ. T
DO DHEIHROZEZH 13 I1IZRT. ALy REEBEP T &
A E D EEIEAS LU TWE, GPUSentinel DA —3~w K
PHEALTWL Z 223905, 1024 ALy RDEFIZ Copy
JLPRC 33%, Scale LT 10%, Add JL¥ET 17%, Triad
JIRT 5%D A — N~y RPE SNz, EEOMH 71
TALTREAAVARY RS T —REHE L T SIZETAL
METIGAEDNL WD, ALV AFTIADLE ="~y R
MR Z DFER I DS WEEZ SNS.

W2, YATFLANAAL VAR O EEEL TWAI
@ GPUSentinel ~NDEEEFANL7-2H1Z, ATV I —
TOT I LDAL Y REEBED LD S 2 OFETREZ H
ELU., TOMBEZK141TRT. ZORENLS, ALY
A KT 5 1% € GPUSentinel (& 2 € VB0 EHD
WEAZIFL LRI ENSNE. 1 ALy ROBIZ
WIEIEA =N~ RO D 07283, 1024 AL w RiZhkb e
0% DA —I8~y iz 57,
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AL R

14: AEVHEIKOFEIZ X 5 GPUSentinel ~OD 5%

5.5.2 UnixBench

¥, GPUSentinel DEI 70275 A2 EfESET NS
& X/ TWARWET Dhrystone # 10 [0 3D %47 L 7=
ZORRIZED, BT 07T L&D CPUADA—N
A N 05%TH o7z, THIEHA N TavZHY 7L R
A LHAEONY 772 1T IZR—-) VYT T 54—
Ny ReEZ6ND. RIZ, GPUI—FXILVDAL Y R
Bx 1024 ETHP LA SATY AE—T 0TI LEH
fEXE T Dhrystone 2517 U7z, ZOMR LD ALy N
%1024 12U TH CPU IZIRIFHEDN RN L 2R L 7=

6. BEEAEMR

B/NEOMREIIES T2 HWT Y AT ABEEZBRAIL T
#HIHZ17 > SHFH[4] BRI T3S, SHFH IF¥ AT
LEEQRNZERL—-T, Ty Favr, VY —2kkg
mED 6 FMBICHHEL, BHERMIZLER CPU, Yot
2, ARV, F4 A2 /O ICHT MREREEZ RO T
5. SHFH ZV 7NV RA L - 2= Takv AL Hh—3I)LE
Va— )L UTEEIH, @ERE e 22 AW RE
TRRREILER A 4T\, SR REIREIZ 7 — 2OV N CREf 22 15 R
INEEFTD. ZD7=8H, OS BEEL L b EENFEE
THEHRAEITD ZENTERL LS.

OS WTREEZ AT 5 7 — )L L OV FRERAIFERE [5)
PREINTWD, BERAEZ I — 2 VEMETEFEIES
Tk, A=~y NE2BFE LD DL ERA %
AREIZLTWS., ZOBBIEA—3 VR A < %2> TEM
P BEEMRAUE 24T\, H—FR VT —Z 55 CPU
R, AERVHEHE, TowAEHREIIFTS. LarLl, OS
PIEFEICEIE L2 K 725 L EERMDBIT A L R 5.

A =3IV AT BRI & BBEEMAIBEHE (6] TIX, Or-
thros Z FiVWT 1 B0 B ET 220 0S 2EjifFxH, B
R L 725 ActiveOS DA E Y BIZIFEET B H—F o8
TA—=R%EH D —FD BackupOS 58T 5. ZD7-
Sz, 220D OSHlIZHAERXEY ZHEL, ActiveOS 2E
SRAATEEBRSRDINT A — X% BackupOS 25 AHS.
ActiveOS IZ[EEHFA U TH BackupOS TR % AT
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& 50, BEOREIZ X > Tld BackupOS HHEEL 72 < 7¢
5. E£7, BENKOS #BETINEEDH 5.
INFETIZ, REOHEEZIITIZVAT L ERRIZE
BT 27-DDRk~ IR I N TE 2. T 6 O
EHWSZ LT, VAT LAREDOREEZITIZ WEER
HYATLEHETLHI L WEETHS. Copilot[7] I8
FAD PCIA—KZHWTDMA TH—3IVAEYDHNESR
mEL, VE—bKRAMTHEHZITS. SPE Observer[8]
X Cell/B.E. 7ut v H%2HNT, OS »#EfET 5 PPE »»
SRt X 7z SPE ECTHHAY AT L%2FETFL, DMA T
H—=FNVAEYZEETS. LErL, WINEEHEHN—F
T TRERL TR T Oy S E AW D, —ikE
PRI L W

Intel OPLH CPU ZHWT, VAT A SEM X 17
RIECTENY AT L2EEEE5 I LHTE 5. Hyper-
Guard[9] X CPU DY AF LY AV AY hE—=F (SMM)
ZHWT, A1 AEY ol 7z SMRAM L TE#R
VAT L%FEITS 5. HyperCheck[10] 1& SMM T NIC @
RIANEHFESE, AT VATVDONEEZYE— KR
MZHRE U TR %247 5. HyperSentry[11] i& SMM % H
W3 Z TN NR=NA FNTLERERY AT L% ET
T 5. —J, Flicker[12] i Intel TXT % i\ TL2IZEH
VAT LEFEFTTS. LML, SMM IIMEETH D, B
PV AT LRBIEI B HEDNHD. TXT THEHY
AT LEEFTTE CPU ATUNEELIELBRELRDD.
VM 2 WY AT LADEEIZIE, VM A Y hRARY
Ya v 13| MWD I LT, VM OIMIRS Y AT LDFE
MR REZIET 22 e TES, ZHTk b, BEEICH
<, MEBENDOEVEERAI Y AT LE2RHET L N T
5. LU, VM ZHVWRWEEICIIRAT 2 Z 22T
9, NAR=NAFREA N OS OEERINZITFIHT
Z 72\ . GPUSentinel X VM 1 ¥ FOART ¥ 3 VD
fiiz GPU IZ#EHA LD TH 5.

7. FED

AT, BERHAREAND GPU L THRAITO 7 5 4
ZEE X CREMAIZ1T S ¥ A7 L GPUSentinel % #24%
LU 7z. GPUSentinel TlE, GPU DS XA >V AEY LD OS
TREERTHILIC K DEEERIT 5. Linux 71—
FNBEIUGPU RIANIZEHEZMZASZET, ¥ v/
FMAEVBERER VT A YA 220y 23528
7 GPUIZR Yy I TEB LD L. 72, RMTu s
TLDERZERDIZTE7-D1Z, EEMIZT KL AE %
152 TOSDY —Aa— REREKBICHHTHEIZT
7L —2L7—2 LLView 2% L 7z. GPUSentinel % i\
T OS WEIET 2EEEZ G 4 FEOMEZ AT 2 A
TuTI LEERL, TNTNOEEERRITESZ L%
MR U7z, £z, ERULAERA T 02 7 LDF =1~y F
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BIFIFER W L 2L,

SHOFEIL, FELTWAIRM IO I LTI AT
LREERIZ & o TIXEEMRAIT 2 A REMED D B 72D, L%
KDOEHREHICHRENIIFEELZRATES LS12T5Z
EThHDH. T, MMTEIEEOREBEABEPT LT
GPUSentinel DX 5 B2 6% 2RT I LETH 5.
FERHICIE, OSDT—X%2EEMR B L THREPSD
BHEITZSDEDIZTEHILEEMEFTLTVNS.
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