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Abstract—As modern technology nodes become more 
susceptible to soft errors, many radiation hardened latch 
designs have been proposed. However, redundant circuitry 
used to tolerate soft errors in such hardened latches also 
reduces the test coverage of cell-internal manufacturing 
defects. To avoid potential test escapes that lead to soft error 
vulner-ability and reliability issues, this paper proposes a novel 
Scan-Test-Aware Hardened Latch (STAHL). Simulation 
results show that STAHL has superior defect coverage 
compared to previous hardened latches while maintaining full 
radiation hardening in function mode. 
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I. INTRODUCTION

The continuing trend towards low power and higher 
integration lead to smaller feature sizes and lower supply 
voltages for Integrated Circuits (ICs). As a result, the 
amount of charge that defines the state of storage cells, such 
as latches, gets smaller, making them more vulnerable to 
Single-Event-Upsets (SEUs) caused by radiation [1-3]. 
Modern ICs are becoming increasingly suspectible to soft 
errors [4-6], not only in high-radiation environments, such 
as aerospace [7], but also at the sea-level [8-9]. 

An SEU occurs when a particle strikes a sensitive node 
within a latch and changes its stored value. To mitigate 
SEUs, many radiation hardened latch designs have been 
proposed [10-16]. A hardened latch usually stores its state in 
multiple redundant feedback loops. When one of the 
feedback loops is hit by a particle, the changed state is 
corrected by the information stored in other loops. In 
addition, a simple voter (e.g., a C-element) prevents transi-
ent errors from appearing at the output of the hardened latch. 

However, the existence of redundant feedback loops and 
voters in hardened latches may prevent the detection of 
production defects as their effects may be masked by the 
same circuitry designed to mask transient errors. Fig. 1 (a) 
shows an example of a typical latch [16] with a short defect 
between D and INT1a. The SPICE simulation result in Fig.1 
(b) reveals that this defect is not observable at Q and
therefore is not testable. In addition, we have shown in our
previous work [17] that defects like these compromise the
hardness of a latch and make it vulnerable to certain particle
hits.

Scan design is the most commonly used design-for-test 
methodology for effectively testing sequential logic circuits 
[18]. In full scan design, all storage cells in a circuit are 
replaced with scan cells, which are then connected into scan 
chains for loading test vectors as well as observing test 

responses. If such a scan cell is based on a hardened latch, 
defects in the scan cells may not be detected as shown in 
Fig.1 (c), thus causing the risk of passing defective chips in 
scan test. In general, many previous hardened latches [10-16] 
have high performance but are unsuitable for scan test as 
their redundancy may mask the detection of cell-internal 
defects. A few hardened latches [19-20] have been proposed 
to enhanced delay fault testing. However, defects within 
hardened latch structures themselves are not targeted. 
Therefore, there is a strong need to test for cell-internal 
manufacturing defects in hardened latches since they may 
lead to compromised soft error tolerance [17] or early-life 
failures. 

 

(a) HiPeR [16]  with a short defect (b) SPICE simulation
 

(c) Scan chain structure with hardened latch (HL)

Fig. 1 The Impact of Production Defects

This paper proposes a novel Scan-Test-Aware Hardened 
Latch design (STAHL). It can tolerate soft errors in function 
mode and is easily tested in scan mode. STAHL can be 
readily inserted into existing scan-designs without additional 
control signals or scan chains. To the best of our knowledge, 
this work is the first to address the testability of production 
defects within hardened latches.  

This paper is organized as follows: The structure of STAHL 
is described in Section II. Section III shows the usage of 
STAHL in scan chains and a novel test procedure. Section 
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IV shows evaluation results and Section V concludes the 
paper. 

II. SCAN-TEST-AWARE HARDENED LATCH (STAHL)

Fig. 2 shows the structure of the proposed STAHL latch. 
Instead of using just one input D and one input Q as in a 
common latch, STAHL has two inputs (D0 and D1) as well 
as two corresponding outputs (Q0 and Q1). In addition to 
the normal clock signals CK and CKB, STAHL has an 
additional control input EN that switches between shift 
mode (EN = 1) and function mode (EN = 0). ENB is the 
inverse signal of EN. STAHL contains two independent 
feedback loops (FL0 and FL1) formed by 4 transmission 
gates (TG1 to TG4) and 6 inverters (I1 to I6). Two C-
elements (CE0 and CE1) are used to prevent soft errors from 
appearing at the outputs. 

The inputs of the C-elements are driven by two multiplexers 
(MUX0 and MUX1) that switch to different feedback loops 
depending on the two modes. The detailed operations in 
these two modes are discussed below. 
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Fig. 2  Structure of the Proposed STAHL Latch 

A. Function (Hardened) Mode

The STAHL latch is in function mode when EN = 0. Fig. 3  
shows the equivalent circuit for this mode. In function mode, 
the value to be stored in the latch needs to be applied to both 
inputs D0 and D1.  

In the transparent phase (CK = 0), the transmission gates 
TG1 and TG2 are ON. The input value at D0 (D1) 
propagates through N1 (N2), inverter I2 (I3), node N3 (N4), 
C-elements CE0 and CE1 to both outputs Q0 and Q1.

In the latching phase (CK = 1), the transmission gates TG1 
and TG2 are OFF, while TG3 and TG4 are ON. There are 
two feedback loops, FL0 and FL1. FL0 consists of inverters 
I1, I2, and the transmission gate TG3. FL1 consists of 
inverters I4, I3, and the transmission gate TG4. Particle 
strikes can be tolerated by STAHL as follows. Both 

feedback loops FL0 and FL1 will store the same value and 
each of the C-elements is connected to both loops. If any of 
the feedback loops gets affected by a particle strike, both C-
elements will stop driving the outputs Q0 and Q1 and 
therefore mask the soft error. 

Fig. 3   EN = 0: Function Mode (Hardened) 

Suppose that node N1 is affected by an SEU and that the 
logic value of N1 is temporally changed. Node N3 is 
influenced by this SEU through inverter I2. Since nodes N1 
and N8 are equivalent, they are influenced too. However, 
nodes N4 is not influenced by this transient, leaving the 
outputs Q0 and Q1 in a high-impedance state. The correct 
output logic value at Q0 will propagate back through 
inverter I5 to restore the changed node N1. Similar analysis 
can be made for SEUs occuring on nodes N3 and N8.  

Due to the symmetric nature of STAHL, the same 
discussion holds for an SEU at node N2 and similar analysis 
can be made for SEUs on nodes N4 and N7. 

B. Shift Mode

The STAHL latch is in shift mode when EN = 1. Fig. 4 
shows the equivalent circuit for this mode. In shift mode, 
both feedback loops operate completely independent of each 
other, effectively forming two independent latches D0 – Q0 
and D1 – Q1. Both inputs of CE0 are connected to FL0 
while both inputs of CE1 are connected to FL1; thus, they 
act as simple inverters.  
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Fig. 4  EN = 1: Shift Mode (Two Independent Latches) 

Both feedback loops can be tested in the same way as 
standard non-hardened latches. The only structures that 
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cannot be completely tested in scan mode are the cross-
connections from the FL0 to CE1 and FL1 to CE0. It is 
because that the two cross-connections are turned OFF 
during the shift mode.  

III. SCAN CHAIN BASED ON STAHL

A. Scan Chain Structure

Fig. 5 shows a STAHL-based scan cell. Two STAHL 
latches are used to form a flip-flop, and two additional 
multiplexers are used to complete the scan cell. The input D 
and output Q connect with the combinational portion. 
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Fig. 5  STAHL-based Scan Cell 

When EN = 0, the scan cell operates in function mode. In 
function mode, both STAHL latches are hardened against 
soft errors. The input D is applied to both inputs D0 and D1 
of the STAHL-A latch. The output Q of the scan cell is 
connected to the output Q3 of the STAHL-B latch. 

When EN = 1, the scan cell operates in scan mode. In scan 
mode, both STAHL-A and STAHL-B operate as two 
independent flip-flops and can store two values simultane-
ously. The flip-flop D0 – Q2 is connected D and Q of the 
scan-cell. The flip-flop D1 – Q3 is connected to the SI 
(scan-in) and SO (scan-out) of the scan-cell. Since both flip-
flops operate independently, the combinational portion of 
the design continues to operate just as in function mode 
while test data is shifted from SI to SO.  

Fig. 6 shows an example of a STAHL-based scan chain with 
three scan-cells. All connections between the scan-cells are 
identical to traditional scan design. The behavior of the 
STAHL-based scan chain, however, is more similar to an 
enhanced scan approach [19] than a standard scan design. 

Fig. 6  STAHL-based Scan Chain 

B. Test Procedure

In shift mode (EN = 1) test data can be shifted from S-IN to
S-OUT via the lower flip-flops in each scan cell. In Fig. 6,
the design-under-test (DUT) consists of three scan cells and
the combinational portion. With each clock cycle, the DUT
executes function clock cycles via the upper flip-flops in
each scan cell. This is different from enhanced scan, where
the inputs to the combinational parts of the design are held
stable during shifting. The reason of having the DUT
execute functional clock cycles during shifting is that this
allows to load every value combination into the two halves
of the STAHL latches without additional hardware or test
data overhead. For example, while a standard scan flush test
is performed on the lower flip-flops, the combinational
portion of the DUT will load various different values into
the upper flip-flops, thus increasing the coverage of short
defects within the scan cells.

When a test pattern is completely shifted in, EN is set to 0 in 
preparation for conducting the capture operation. With the 
falling edge of EN, the output Q of each scan cell switches 
to the values of the shifted-in test pattern. The pattern starts 
to propagate through the combinational portion of the DUT 
and the next rising clock edge will capture the result. The 
time between the falling edge of EN and the rising edge of 
CK defines the capture time. By changing this capture time, 
it is possible to observe not only the response to the current 
test pattern but also the response to the last functional state 
of the DUT. This is important in order to test both halves of 
the STAHL-based scan cells.  

Taking the scan cell in Fig. 5 as an example, when a test 
vector is completely shifted into the scan cell, EN is set to 0 
and node Q3 connects with output Q. The test vector is 
propagating through the output Q to the combinational 
portion and after the next clock cycle,  the scan cell will 
capture the response of the test vector.  

A standard capture cycle allows enough time for the 
combinational portion to propagate the test pattern. It allows 
the detection of all testable defects in the combinational 
logic as well as the lower flip-flops in the scan cells 
including the output multiplexer at Q.  

The values in the upper flip-flops, however, are not 
observable. To observe these, we introduce a fast capture 
cycle. For the fast capture cycle, the falling edge of EN is 
placed right before the next rising edge of the clock. Before 
the fast capture cycle, the combinational logic has calculated 
the response to the state currently stored in the upper flip-
flops of the scan cells. The fast capture cycle will capture 
exactly this response, because the test pattern that has been 
applied to the circuit with the falling edge of EN does not 
have enough time to propagate. Assuming that the 
combinational portion provides enough hold-time at each 
scan cell, the fast capture cycle will provide observability 
for the upper flip-flops and allows testing for defects in 
these parts. 

The fast capture cycle requires strict constraints on the 
timing between the clock (CK, CKB) and the scan enable 
signals (EN, ENB). These may be difficult to meet 
especially with rising process variations and if the hold-time 
of the combinational portion is insufficient. The reason of 
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using fast capture cycle is to avoid the need of additional 
control signals to be routed to each scan cell. If the timing 
demands for the fast capture cycle turn out to be too 
expensive to ensure, one can easily achieve the same effect 
by controlling the output multiplexer of the scan cells with a 
separate control signal instead of scan enable. This would 
allow leaving Q connected to Q2 from STAHL-B (see Fig. 5) 
while performing a capture with normal timing and thus 
observing Q2 through the combinational portion. 

Fig. 7 shows an example of a test procedure that uses both 
capture types to completely test the scan chain. The test 
starts with applying two bits Fa and Fb that are shifted 
through the scan chain in a scan flush test. This allows 
testing for defects in the lower flip-flops of the scan chain. 
Next, a test pattern (S1 S2 S3 = 111) is loaded into the chain 
and the standard capture cycle is executed. The combina-
tional portion, which in this example just inverts its input, 
calculates the response (000) which is then captured, shifted 
out and checked. With each consecutive clock cycle after 
capture, the combinational portion will continue to execute 
functional clock cycles based on the last test pattern. This 
can be seen in the waveform for d2, which continues to 
oscillate between 0 and 1 regardless of the test data loaded 
in the scan chain. The following fast capture cycle at 5.25ns 
loads the current output of the combinational portion into 
the scan chain (R’1 R’2 R’3 = 111) for observation. 

Fig. 7  Test Procedure of the Scan Chain 

IV. EXPERIMENTAL RESULTS

The proposed latch was simulated using the 16nm predictive 
technology model [22] with a 0.7 V supply voltage and a 
clock frequency of 2 GHz at the room temperature. 
Transistors aspect ratios were set as follows: W/L = 1 for 
both PMOS and NMOS transistors in inverters I1, I2, I3, I4, 
I5, I6 as well as transmission gates TG3, TG4, and two 
multiplexers (MUX0 and MUX1). W/L = 8 for the PMOS 
transistors and W/L = 4 for the NMOS transistors of the 
transmission gates TG1 and TG2. W/L = 4 for the PMOS 
transistors and W/L = 2 for the NMOS transistors of CE1, 
CE2 to increase the driving strength of the C-elements. For 
fair comparison the minimum possible transistor sizes for 
making the latches work properly were applied [14]. 

Table 1 shows the statistics of the latches targeted in our 
experiments. The columns show the latch names, defect 
counts, transistor counts, power consumption, propagation 
delay, power-delay product, SEU Immunity, CG (Clock 
Gate) Suitability, respectively. Standard is an unhardened 
latch design used as the base line, TMR is a standard triple 
modular redundancy implementation consisting of three 
standard latches and a voter. The remaining 7 latches are 
hardened latches and the last one is STAHL. 

Table 1.  Basic Statistics of All Considered Latches 

A. Hardness against Soft Errors

SEUs were injected into the proposed STAHL latch and the 
simulation waveforms are shown in Fig. 8. A double 
exponential sharp pulse current was applied to simulate 
SEUs occurring in the latch phase.  ܫሺݐሻ = ଴ሺ݁ି௧ܫ ఛభ⁄ െ ݁ି௧ ఛమ⁄ ሻ 
As shown in Fig. 8 (a), SEU was injected into node N1. The 
logic value of N1 was temporally changed. The correct 
output logic value at Q0 propagated through inverter I5 to 
restore the changed node. As shown in Fig. 8 (b), SEU was 
injected into the node Q0. The logic value of Q0 temporally 
changed. The correct logic value was recovered within a 
time interval depending directly on the amount of charge 
injected by the hitting particle, and inversely on the 
conductance of transistors driving the output node.  

(a) SEU at N1                              (b) SEU at Q0

Fig. 8  Impact of SEU on Internal Nodes 

In order to analyze the robustness of the latches, the critical 
charges of internal nodes for all considered latches were 
evaluated by simulation. There are three types of nodes [16].  

Type-1: An SEU only generates a voltage pulse on the same 
node without propagating to the output node, regardless of 
the energy of the striking particle. The critical charge of 
such a node is commonly set to infinity: ܳ௖௥௜௧ → ∞.   

Latch #Defect #Trans. Power Delay PDP SEU 
Immunity

CG 
Suitability(uW) (ps) (E-18J)

Standard 47 12 0.13 10.56 1.37 NO YES

TMR 216 48 0.15 13.64 2.05 YES YES

FERST [13] 189 28 0.18 24.57 4.42 YES NO

HLR [14] 167 24 0.41 5.84 2.39 YES NO

HiPeR [16] 99 18 0.41 7.08 2.90 YES NO
ISEHL [15] 204 24 0.25 5.51 1.38 YES YES

HLR-CG1 [14] 74 18 0.49 5.87 2.88 YES YES

HLR-CG2 [14] 224 24 0.05 4.67 0.23 YES YES

[21] 306 36 0.07 19.24 1.35 YES YES
STAHL 240 36 0.77 27.11 20.87 YES YES
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Type-2: An SEU generates a voltage pulse that may 
propagate to the output, whose correct value is restored 
within a time interval related to the particle energy and to 
the strength of the C-elements driving node. As introduced 
before, even though the correct value of the output of a latch 
is recovered, the glitch generated at the output may 
propagate through the downstream logic and lead to a soft 
error. For such nodes, the critical charge ܳ௖௥௜௧  is defined as 
the amount of charge required to generate an output glitch 
with the voltage amplitude equal to half the supply voltage. 

Type-3: An SEU generates an upset at the output of the latch. 
This type of node is the most critical one since a continuing 
wrong output is generated.  

For the proposed STAHL latch, there are thirteen Type-1 
internal nodes. The critical charge was assumed to be 
infinity. There is one Type-2 internal node (Q0). For this 
node, a critical charge of ܳ௖௥௜௧ = ܥ݂	0.3  was estimated by 
simulation for the proposed latch. The greater of the amount 
of critical charge, the more robust the sensitive node is. Note 
that the proposed STAHL latch has no Type-3 nodes.  

Table 2 shows the results of soft error rate (SER) of all 
considered latches, susceptible node counts, and the critical 
charge ܳ௖௥௜௧ , respectively. All hardened latches, including 
STAHL, can tolerate transient faults (thus SER = 0) if they 
are defect-free. The number of susceptible nodes and their 
Types are summarized in Table 2.  

Table 2.  Soft Error Hardness 

The critical charge Qୡ୰୧୲  denotes the amount of collected 
charges that generate an output glitch and the glitch has a 
voltage amplitude equal to half of the supply voltage. This 
means that if the collected charge is less than the Qୡ୰୧୲, the 
SEU on the nodes of Type-2 can not lead to a soft error in 
the downstream circuit. For the Standard latch, the number 
of Qୡ୰୧୲ in Table 2 represents the critical charge of nodes of 
Type-3. 

B. Defect Coverage

This section compares the STAHL latch with state-of-the-art 
hardened latches in terms of defect coverage (DC) and the 
Post-Test Vulnerability Factor (PTVF) [17]. Between power 
supply and a latch cell, a resistor of 10Ω was inserted to 
allow for supply voltage drop in case of excessive power 
consumption of a defective cell. Most published hardened 
latch designs do not provide actual cell layouts. For fair 
comparisons, we used the worst case defect model (every 
possible defect based on the latch structure) instead of 
layout-based defect models. 

The set of targeted manufacturing defects include transistor 
open defects and short defects between internal nets in a 
latch. For a transistor open defect, a resistor of 10MΩ was 
inserted at the source of the transistor. Since there are 36 
transistors in STAHL, 36 transistor open defects were 
considered. As for short defects, the set of nets were 
classified into external and internal ones. External nets are 
GND, VDD, CK, CKB, EN, and ENB, while internal nets 
are the remaining nets as shown in Fig.5. Since a short 
defect between two external nets (e.g., VDD and GND) can 
always be detected, such shorts are excluded from 
consideration. A short defect was injected into the SPICE 
netlist of the proposed latch with a resistor of 1Ω between 
the two nets.  

We used the worst case for analysis with a total of 240 
assumed defects, including 36 transistor open defects and 
204 net short defects. The other latches are simulated in the 
same way. 

Table 3 shows the results of defect coverage (DC) and 
PTVF, respectively. DC is measured by the defect detection 
ratio. Higher DC means higher test quality. The Post-Test 
Vulnerability Factor (PTVF) [17] is used to evaluate the soft 
error vulnerability of test-escaped defective cells. A lower 
PTVF means that the undetected defective cell can still 
functionally operate and can tolerate some soft errors. 

The standard latch has the highest defect coverage; however 
it cannot tolerate any soft error and contains 3 susceptible 
nodes of Type-3, which is the worst case.  STAHL has the 
highest defect coverage and the lowest PTVF among all 
hardened latches. This means that the proposed latch has 
high defect coverage in scan mode and has high soft error 
tolerance capability in function mode.  

Table 3.  Defect Coverage (DC) and PTVF 

C. Defect Coverage in Scan-Test

This experiment was conducted to demonstrate the 
testability of a STAHL-based scan cell in the context of a 
scan chain. 

Here, a scan chain with three STAHL-based scan cells (see 
Fig. 6) was simulated in SPICE. Defects were injected one 
by one into the second scan cell (Scan Cell 2) of the scan 
chain. Similar to previous experiments, all possible open 
defects and short defects between internal nodes were 
injected. Here, however, all internal defects within the 
complete scan cell were considered and not just the defects 
within a single latch.  

Latch SER(%) Type-1 Type-2 Type-3 Qcrit (fC)

Standard 80.0 0 0 3 0.6 

TMR 0.0 14 1 0 0.6

FERST [13] 0.0 12 2 0 1.8

HLR [14] 0.0 12 1 0 0.8

HiPeR [16] 0.0 8 1 0 0.3

ISEHL [15] 0.0 14 1 0 0.5

HLR-CG1 [14] 0.0 6 1 0 0.6

HLR-CG2 [14] 0.0 15 1 0 0.6

[21] 0.0 16 3 0 0.2

STAHL 0.0 13 1 0 0.3 

Latch DC(%) PTVF (%)

Standard 89.4 100.0 

TMR 21.3 81.8

FERST [13] 63.5 79.7

HLR [14] 49.1 70.5

HiPeR [16] 50.5 71.5

ISEHL [15] 52.5 76.4

HLR-CG1 [14] 43.2 54.8

HLR-CG2 [14] 32.1 71.7

[21] 68.3 48.5

STAHL 83.3 5.7 
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For each defect, the test procedure in Fig. 7 was simulated 
and the scan-out signal was observed. The test was 
considered to pass, if all response bits from Fa to Fe were 
correctly observed. For the scan chains based on the HiPeR 
latch and the Standard latch, only the bits from Fa to Fd 
were checked. This is because these chains did not support 
the fast capture feature. 

Table 4 shows the test results for a scan chain based on the 
Standard latches, a scan chain based on the HiPeR latches 
and our STAHL-based scan chain. The Standard latch based 
scan cell shows a satisfactory defect coverage of 83%. The 
majority of undetected defects were opens and shorts that 
might degrade the performance or power consumption of the 
scan cell but were not detected during scan test. 

Table 4.  Defect Coverage in Scan-Test 

As expected, the defect coverage of the HiPeR latch based 
scan cell is 48% lower. The STAHL-based scan cell 
achieves a defect coverage of 79%, which is similar to the 
non-hardened scan cell. We can therefore conclude that the 
STAHL-based scan infrastructure maintains its testability 
and at the same time provides soft error hardness during the 
functional operation of the design.  

V. CONCLUSIONS

This paper has proposed a novel Scan-Test-Aware Hardened 
Latch design (STAHL). The proposed latch has two modes. 
In function mode, it can tolerate soft errors. In scan mode, 
most cell-internal manufacturing defects remain detectable. 
Simulation results have shown that its defect coverage is 
83.3%, which is much higher than any existing state-of-the-
art hardened latches and its PTVF is 5.7%, which means that 
undetected defects in STAHL have less influence on its soft 
error vulnerability.  
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