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Steganography to JPEG2000 Encoded Images
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Abstract—This letter presents a steganography method based
on a JPEG2000 lossy compression scheme and bit-plane com-
plexity segmentation (BPCS) steganography. It overcomes the
lack of robustness of bit-plane-based steganography methods with
respect to lossy compression of a dummy image: a critical short-
coming that has hampered deployment in a practical scenario.
The proposed method is based on a seamless integration of the two
schemes without compromising their desirable features and makes
feasible the deployment of the merits of a BPCS steganography
technique in a practical scenario where images are compressed
before being transmitted over the network. Embedding rates
of around 15% of the compressed image size were achieved for
preembedding 1.0-bpp compressed images with no noticeable
degradation in image quality.

Index Terms—Bit plane, data hiding, information hiding,
JPEG2000, steganography.

I. INTRODUCTION

TEGANOGRAPHY is the practice of hiding or camou-

tlaging secret data in an innocent looking dummy container.
This container may be a digital still image, audio file, video file,
or even a printed image. Once the data have been embedded,
it may be transferred across insecure lines or posted in public
places. Therefore, the dummy container should seem innocent
under most examinations.

In previous steganographic algorithms, bit-plane decomposi-
tion (e.g., an n-bit image can be decomposed into a set of n bi-
nary images by bit-slicing operations) was commonly used [1],
[2] combined with the simple approach of replacing the binary
data in the least significant bit planes with secret binary data [1].
We presented a sophisticated steganography method, called bit-
plane complexity segmentation (BPCS) steganography, which
makes use of bit-plane decomposition and the characteristics of
the human vision system [3]. Noting that the human eye cannot
perceive any shape information in a very complicated binary
pattern, we can replace noise-like regions in the bit planes of the
dummy image with secret data without deterioration of image
quality. BPCS steganography has proven to be very effective
in embedding data into many classes of dummy files including
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eight-bit gray images [3], 24-bit true-color images [4], eight-bit
indexed color images [5], and digital audio files [6]. The bene-
fits of this technique over traditional steganography are the very
large percentage (30% to 50%) of the dummy file that can be
replaced with secret data and the lower occurrence of visual ar-
tifacts in the postembedding image.

However, BPCS steganography is not robust with respect
to lossy compression of the dummy image, as are all other bit-
plane-based steganography methods. To deploy the merits of the
BPCS steganography technique, in a practical scenario where the
dummy image should be compressed before being transmitted,
we propose a steganography technique based on the JPEG2000
lossy compression scheme [7] and BPCS steganography. In
JPEG2000 compression, wavelet coefficients of an image are
quantized into a bit-plane structure, and BPCS steganography
can, therefore, be applied in the wavelet domain. The proposed
JPEG2000-BPCS steganography provides a significant inte-
gration of JPEG2000 lossy compression scheme and BPCS
steganography and a solution to the aforementioned problem
associated with bit-plane-based steganography methods.

I1. BPCS STEGANOGRAPHY

When an image is decomposed into bit planes, the complexity
of each region can be measured. Areas of low complexity such
as homogenous color or simple shapes appear as uniform areas
with very few changes between one and zero. Complex areas
would appear as noise-like regions with many changes between
one and zero. These seemingly random regions in each bit plane
can then be replaced with hidden data, which is ideally also
noise-like. Because it is difficult for the human eye to distin-
guish differences between the two noise-like areas, we are able
to disguise the changes to the image. In BPCS steganography,
the complexity of each subsection of a bit plane is defined as the
number of nonedge transitions from one to zero and zero to one,
both horizontally and vertically. For any square of n x n pixels,
the maximum complexity is 2n(n — 1), and the minimum is of
course Zero.

A typical procedure for data hiding in BPCS steganography
is summarized as follows.

1) Segment each bit plane of a dummy image into small size,
e.g., 8 x 8 blocks. Then classify these blocks into infor-
mative and noise-like blocks using a threshold of the com-
plexity cv. A typical value of ay 18 0.3¢t,45, Where @ max
is the maximum possible complexity value.

2) Segment a secret file into a series of blocks each con-
taining eight bytes of data. These blocks, which we call
secret blocks, are regarded as 8 x 8 binary images.
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g 3) If a secret block is less complex than the threshold «y,

conjugate it to make it more complex. Here the process

j; called conjugation, which guarantees that any secret data

2 can be embedded, is the exclusive-or operation with a

[ checkerboard pattern. The relation o™ = ;. — « holds

I true [3], where @ and " are the complexity of a given

§ image and that of the conjugated image, respectively.

‘% 4) Replace each noise-like block in the bit planes with a

' block of secret data. If the block is conjugated, then record

this fact in a conjugation map. The location order of block

replacement can be determined using a random-number

! generator.

-{ 5) Also embed the conjugation map in the same way as
the secret blocks (since the conjugation map is gener-
ally compressed before embedding, its complexity is high
enough; therefore conjugation is generally unnecessary
for the conjugation map). However, in case it is neces-
sary and applied, that information should be given to the
receiver. The conjugation map is usually embedded into
first noise-like blocks in the replacement order.

The decoding procedure to extract the embedded secret data
just the reverse of the embedding procedure. In the decoding
ocess, the embedding threshold ag and amount of secret data
d to be known. The amount of secret data can be embedded
to a specific place in the dummy file.

1. JPEG2000 COMPRESSION STANDARD

JPEG2000 encoder consists of several fundamental compo-
nts: preprocessing, discrete wavelet transform (DWT), quan-
ization, arithmetic coding (tier-1 coding) and bit stream organ-
tion (tier-2 coding) [7] (see the left part of Fig. 1). Prepro-
ssing includes intercomponent transformation for multicom-
ponent images, typically color images. After the DWT is ap-
plied to each component, wavelet coefficients are quantized uni-
formly with deadzone. After the quantization step, an optional
step to realize a functionality called region of interest (ROI) can
be added. The ROI is realized by scaling up the wavelet coeffi-
tients in the relevant regions. The quantized wavelet coefficients
tre then bit-plane-encoded by arithmetic coding.
' In JPEG2000, each subband of the wavelet transformed
image is encoded independently of the other subbands. Fur-
thermore, each subband is partitioned into small blocks called
todeblocks, and each codeblock is independently encoded
by an embedded block-coding-with-optimized-truncation
dlgorithm [8]. This procedure is absolutely different from
other well-known embedded wavelet coders such as embedded
terotree wavelet [9] and set partitioning in hiearchical trees
[10]. The independent encoding of codeblocks provides many
advantages such as localized random access into an image,
improved error resilience, efficient rate control, and flexible bit
Stream ordering. The quantized wavelet coefficients in a code-
block are bit-plane-encoded by three passes with arithmetic
toding: significance propagation pass, refinement pass, and
tleanup pass.

The compressed data from the codeblocks are organized into
Units called packets and layers in tier-2 coding. A precinct is a
tollection of spatially contiguous codeblocks from all subbands
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Fig. 1. Flowchart of data embedding and extraction in JPEG2000-BPCS
steganography.

at a resolution level. The compressed data from the codeblocks
in a precinct constitutes a packet. A collection of packets from
all resolution levels constitutes a layer. Therefore, a layer cor-
responds to one quality increment for the entire full-resolution
image. In JPEG2000, different types of progression orders are
possible, and a typical one is layer-resolution-component-posi-
tion progression. Once the entire image has been compressed, a
rate-distortion-optimized bit stream is generated for a target file
size (bit rate).

IV. JPEG2000-BPCS STEGANOGRAPHY

Basically, secret data can be embedded in the bit-plane rep-
resentation of the quantized wavelet coefficients after the quan-
tization step, provided that the rate-distortion optimization of
JPEG2000 is bypassed. However, this procedure, which deter-
mines the optimal number of bit planes for a given bit rate, is an
essential part of the codec, which contributes to its high com-
pression efficiency. Thus, to avoid compromising the compres-
sion efficiency of JPEG2000, data embedding by BPCS is de-
cided to be performed right after ROI descaling in the decoding
process where the optimal bit-plane structure for a given bit rate
is available. The procedure for data embedding and extraction
in JPEG2000-BPCS steganography is shown in Fig. 1.

The entire process to embed data in JPEG2000-BPCS
steganography follows the solid line arrows shown in Fig. 1
An image is encoded into a JPEG2000 bit stream, whose size
can be met almost exactly to a target bit rate (bit per pixel).
The encoding process is shown in the left part of Fig. 1; from



preprocessing to bit stream organization. The JPEG2000 bit
stream (compressed image file) is then decoded, but decoding
is halted right after ROI descaling. The information at this
point is used to construct the bit planes of quantized wavelet
coefficients and then used to embed secret data with BPCS
steganography (see the top box of the right part in Fig. 1).
The quantized wavelet coefficients modified by embedding are
then subjected to JPEG2000 encoding again, which produces a
secret-data-embedded JPEG2000 bit stream. Data embedding
into an already compressed JPEG2000 file is also possible.
In this case, the process starts with a JPEG2000 compressed
image, i.e., a bit stream from the bottom of the middle part in
Fig. 1, and follows the same process as the aforementioned one.

The data extraction procedure follows the dashed arrows in
the middle part of Fig. 1. JPEG2000 decoding of the secret-
data-embedded bit stream starts from bit stream unorganization
and is halted right after ROI descaling. At this point, extraction
of secret data is carried out by the BPCS method using the bit
planes of quantized wavelet coefficients. We assume that the
data extraction starts after the entire file of the bit stream has
been received.

V. EXPERIMENTAL RESULTS

The JPEG2000-BPCS steganography was implemented
using JJ2000 Java software of JPEG2000 compression [11],
with which the program module for BPCS steganography was
integrated. It was tested on several standard images including
“Lena,” “Barbara,” and “Mandrill.” Lena and Barbara are
8-bpp gray images, and Mandrill is a 24-bpp true-color image,
all of which were 512 x 512 pixels in size. Here a 4 x 4 patch
size was used as an embedding unit, and random binary data
was used as secret data.

In the implementation of JPEG2000-BPCS steganography, an
error correction scheme was devised to decrease the distortion
of a data-embedded image. As data are being embedded into
the wavelet coefficients, each bit that is used for embedding is
recorded. After all the data have been embedded, the bits of
each coefficient that have not been used are changed to bring
the new value of the coefficient as close to the original value as
possible. The change of bits is only allowed unless the change
makes the complexity value for the relevant patch larger than the
complexity threshold for embedding. The PSNR with the error
correction increased by about 1.7 dB. In the following experi-
ments, the error correction was always applied.

Results of embedding experiments are shown in Fig. 2. The
least significant bit plane and the two least significant bit planes
were used to embed data for 0.5-bpp and 1.0-bpp compressed
images, respectively. Nine data points within each line in Fig. 2
were obtained by changing the complexity threshold e from
two to ten. In Fig. 2, data points for no data embedding are also
included. Note that the compression rate for the color Mandrill
image is in fact three times less than those for the other gray im-
ages. Generally, the JPEG2000-BPCS steganography was able
to achieve embedding rates of around 9% of the final com-
pressed image size for preembedding 0.5-bpp images and 15%
for preembedding 1.0-bpp images with no noticeable degrada-
tion in image quality. These results were derived with the com-
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Fig. 2. Results of embedding experiments by JPEG2000-BPCS

steganography.

Fig. 3.

Experimental results for “Mandrill.” (a) JPEG2000 compressed image
(0.5 bpp). (b) Seven percent embedded into (a). (c) JPEG2000 compressed
image (1 bpp). (d) Fifteen percent embedded into (c).

plexity threshold vy = 8, which corresponds to 0.33c¥imax-
Fig. 3 shows experimental results for Mandrill.

Data embedding increases the postembedding file size
significantly. For Barbara, as an example, 16588 bytes (file
size of preembedding a 0.5-bpp image) increased to 21532
bytes by embedding 2412-byte data and 32581 bytes (file
size of preembedding a 1.0-bpp image) to 43283 bytes by
embedding 7332 bytes. However, the proposed method shows
a high performance, as evidenced by comparing its embedding
rate 2412/21 532 = 11.2% with 2.2% (reported for Barbara)
by a conventional method [12] that embeds data into a JPEG bit
stream by modifying the quantized discrete cosine transform
coefficients.
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VI. CONCLUSION

This letter presented a solution to the problem of hiding
data into compressed image files in bit-plane-based steganog-
raphy methods. The proposed scheme is based on a seamless
integration of BPCS steganography with the JPEG2000 image
compression standard. Embedding rates of around 15% of
the compressed image size were achieved for preembedding

1.0-bpp compressed images with no noticeable degradation in

image quality. The proposed JPEG2000-BPCS steganography

‘will allow many more people access to the benefits of BPCS
steganography due to many desirable features of the JPEG2000

standard.
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